Military Surface Deployment and Distribution Command
Customer and Carrier Advisory
December 10, 2024
CA-24-12-10/0072

Subject: Transportation Service Provider Operations Security Incidents

Purpose: To inform Department of Defense (DoD) installations and Transportation
Offices (TO) of operations security (OPSEC) concerns regarding truck drivers
posting videos of tactics, techniques, and procedures.

Be Advised: Transportation Service Providers (TSP) have been posting videos on
social media platforms recording tactics, techniques, and procedures of military
personnel as well as routes and coordinates of military installations. So far, there
have been four installations affected by the incidents. Posting videos of this nature
are considered OPSEC violations as they potentially reveal sensitive transportation
information.

Incidents should be reported to the affected installation’s security manager and to
SDDC'’s Carrier Performance Mailbox.

Reference: Army Regulation 530-1 (Operations Security)

POC: SDDC G-34 usarmy.scott.sddc.mbx.g-34-protection-division@army.mil;
Carrier Performance usarmy.scott.sddc.mbx.carrier-performance@army.mil

Expiration: N/A

Category: General Information
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